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Chapter 1

Introduction

1.1. Terminology

Internet Server

Internet client

Local user

Remote User

Internet Applica-
tions

ISP
Firewall

Computer on which WOOWERB is installed, running on Win-
dows and owning an Internet physical connection such as
analog modem, ISDN modem, cable modem, and xDSL mo-
dem. The Internet Server may but need not be a Windows
NT/2000/XP File server.

Machine that get an Internet access via the Internet Server. A
client can be any machine running any operating system.

Machine accessing the Internet via WOOWEB. This notion
covers the Internet Server and Clients.

CAUTION! Do not make the confusion with users as defined
in Microsoft, Novel or UNIX operating systems. For
WOOWEB, a local user is a machine identified by its IP or
Ethernet network address. WOOWEB does not make the
difference between John and Kevin working on the same
computer.

Remote machine accessing over the Internet a local server
installed on your LAN.

Software applications carrying out the Internet access and
running as well in the Internet Clients as in the Internet Server:
navigators, FTP, Emails, etc.

Internet Service Provider

Router that prevents all or part of the internet traffic to reach
your local area network.
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1.2. Whatis WOOWEB Vv2?

WOOWEB V2 is a software router and firewall running on Windows. It enables up
to four users on a local network to share a single connection to the Internet. It en-
ables out-going connections as well as in-going connections. Non-Windows client
machines such as Macintosh and Unix workstations can access the Internet via
WOOWEB V2 as well. The high-level embedded firewall ensures that your network
remains private and well protected.

WOOWEB V2 runs on Windows 98/ME and Windows NT4/2000/XP. It supports

the most popular Internet connection ways such as analog and ISDN modems, cable,
DSL, etc. It provides a rich set of management functions that lets you control and
monitor users, outgoing and incoming connections, access time, sites, etc.

Internet Server @

Client Client Web Server

Figure 1: Internet Networking with WOOWEB V2
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1.3. Principle of Operation

WOOWEB V2 is a router that needs its own IP addd@&srent from that of the
computer on which it is installed The Internet applications must be configured to
use WOOWEB as the gateway.

WOOWERB is based on the Network Address Translation (NAT) technology. It
analyses and modifies all outgoing and incoming IP packets. Basically WOOWEB
substitutes the public IP address for your local IP address in outgoing packets. In a
reverse way, in incoming packets the public IP address is replaced with your local
address. The public IP address is obtained from the ISP at connection time.

WooWeb
A

Modem NIC Card o NIC Card [ NIC Card

;\ Local Area Network

Internet

Internet v Internet o Internet
Application s Application | ' Application

Figure 2: Data Flow

1.4. System Requirements

The Internet Server and the Internet Clients communicate through a local area net-
work (LAN).

The Internet Server is a Pentium® based personal computer having a direct access to
the Internet. On the Internet Clients, no particular software is needed.

Before instaling WOOWEB make sure that you have at least the following mini-
mum hardware on the Internet Server:

=  Pentium® based PC (200 MHz minimum) with 32 MB of RAM
= Ethernet attachment
= Internal or external modem (33 KBPS minimum)
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You need an operating system from among: Windows 95/98/Me or Win-
dows NT4/2000/XP.

1.5. WOOWEB V2 Benefits

* WOOWEB uses the NAT, which is a simple and efficient mechanism worked
out by the IETF (Internet Engineering Task force, RFC 1631). Thanks to the
NAT and to its LAN connectivity, WOOWEB offers several advantages com-
pared to proxy servers. The NAT allows an entire private LAN to connect to the
public Internet network without modifying its internal address allocation
scheme.

*  With WOOWERB, you get for a moderate prige effective protection against
the intrusions coming from the Internet. It acts by nature as a very powerful
Firewall and your local IP addresses are invisible and cannot be accessed from
the outside. The structure of your LAN cannot be discovered.

* WOOWEB provides a cost-effective and reliable solutionno additional
external device required, only one modem, a simple individual subscription to
connect a whole local area network to the Internet.

* WOOWESB let's you share local Internet resources such as Web servers, FTP
servers or storage resources. Remote users can access these resources over the
Internet. WOOWEB maintains strict control over access to local resources from
remote users.

* The processing speed is very high thanks to modern personal computers power-
fulness.

* Only one installation is needed on a single computer on your private LAN. In
other computers of the network, PC, MAC or workstations, no particular hard-
ware or software is necessary.

* Internet connections can be established not only through analog or ISDN mo-
dems but also with cables or ADSL routers, VPN servers.

* The advanced management functionmake it possible to define for each user
which sites or services can be accessed, as well as time periods of use.

* WOOWEB has been designed withse of usén mind: WOOWERB installs in
a few minutes and requires little additional configuration to meet your personal
needs in Web Site Access Control or Firewall parameters. From then, users on
the LAN can transparently share the connection to the Internet.
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Chapter 2
Licensing

2.1. Trying WOOWEB V2

By installing WOOWERB V2 you get a 30-day free trial period. During the trial pe-
riod, WOOWEB opens a "Welcome" window whenever it starts. JustTticto

start. After this 30-day trial period, the product must be registered and purchased in
order to keep on using it. When the product is registered, the "Welcome" window
doesn't open anymore.

@ ‘Wooweb Verzion 201 MWEB] . Copyright PROSLM 1933-2002.

‘wielcome to 'wWooweb. “You can try Wooweb for a period of 30 days.
To continue ta uze Waoweb after thiz period, pou must purchaze a License Code.

To run Woowehb in evaluation mode, click Try. To quit, click Cancel. To register, click
Register.

Reqister Cancel | Ty |

Figure 3: Trial Period
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2.2. Registering WOOWEB V2

WOOWEB V2 can optionally include the Cobion Orange Filter plug-in for
WOOWERB (see chapter 6.2.2). This module is licenced individually.

2.2.1 Registering WOOWEB V2 Licence
To register the product, clidRegisterin the main window, th&egisterbox opens.

~Instructions :

- To buy Wooweb click here : Buy Mow |

- Or contact PROSUM by:

Email : woowebZ@prosum. net
Fhone: (33) 145906270
Fax :(33) 14559062 31

- After your payment, you will receive a file containing the license code.

- Copy the obtained key file to the location below or modify the location below to the key file
path and press the button <Validate=.

Key File Location :

F:\Program Files\PROSUMWY oowebZh Browse |
Yalidate Cancel |

Figure 4: Registering WOOWEB V2

Click Buy Now You are connected to the purchasing page of our web site.

You can buy the product on-line with a credit card or contact a distributor in your
country.

After receipt of your payment Prosum emails you a file (WWEB2KEY.TXT) con-
taining the License Code.

Copy WWEB2KEY.TXT into the installation directory (by default: \Program
Files\PROSUM\WOOWEB V2).

In the Registerbox click Validateto finish the registration process.

The right to use the Software is granted by PROSUM for a single

A installation of WOOWEB on a single personal computer at the
same time. This computer becomes the WOOWEB Server and is
the gateway for the concurrent users in the LAN.
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2.2.2 Registering the Cobion OrangeFilter License

The OrangeFilter option provides an efficient protection of children and minors from
offensive Internet content. This option permits to forbid access to all sites referenced
into the Cobion filter list and classified into pornography and/or violence categories
(sects, illegal activities, crime, hate, discrimination, extreme, weapons). When trying

to access one of these web sites, the user receives a message saying that the site has
been blocked by WOOWERB.

Up to 60 million new sites are analyzed monthly by Cobion and classified into a
58-category filter list of 14 million entries.

You need to buy only one Cobion OrangeFilter ticket for the complete LAN protec-
tion.

To subscribe on to the plug-in, cli®legisterin the main window, th&egisterbox
opens. ClickBuy Now You are connected to the purchasing page of our web site.

You can buy the ticket on-line with a credit card or contact a distributor in your
country. After receipt of your payment Prosum emails you a file containing the
Cobion OrangefFilter license code (ticket).

Copy this file into the installation directory (by default:
\Program Files\PROSUM\WOOWEB V?2).
From theStartmenu clickActivate Cobionthen clickValidate

=10l =

¥ WooWeb?2. Connection allowed to 4 Users

File Yiew Actions Settings Help

% &M fQ &)

License Status : Unlimited user i with updates from 201t 299 i
Licenzed User: Michel Jacques
COBIOM Licensze : Mot Available Expiration Date : Mot Awailable Activate COBIOMN |
Users | Logs | History
— Connhection |nformation
: Connection State : Connected Internet |P Address : 80.14.81.156
Configure |
Connection Time : 01h 28m 00z Primary DHS : 193252193
Time To Disconnect : 00k 05m 00 Secondary DNS: 193252194
Doaily Activity : 03k 06m 512 MTU Size : 1500
e | Manthly Activity : 26h 58m 145 Received Bytes: 3491781
Connection Fate : E40 Kbtz Transmitted Bytes : 1123081
HEne | Receive Rate: -] o Kbt  Local Users 1 I
Transmit Flate : -] o Kbtz Total Uszer Count: 1
Connection Log
’7 Clear | £
For Help, press F1 A

Figure 5: Registering the Cobion OrangeFilter License

Then checkhe ticket file location and clickK to finish the registration process.
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¢+ WooWeb2. Connection allowed to 4 Users i ]
File Wiew Ackions Settings Help

% @8 ¥ 35|

License Status : Unlimited user li with updates from ion 2.01 to 2.99 =

_X|[oBION |

Licenzed User: Michel Jacques
COBION Licens |

Site Content Filtering wi

oo To filter sites by contents you must buy a separated licence. After purchasing this
license, copy the obtained key file to the location below or madify the location
below to the key file path and press the button <Validate.

Configure Key File Location :
IF:\Program Files*PROSUMSWWOOWER W24 Erowse |

WooWeb2

@ Cobion Key Activation Succeeded. You can now filker sites by category in the Parental Control Setting:

Ci
’7 Llear | |I =1

For Help, press F1

4

Figure 6: Installing the Cobion OrangeFilter Ticket

WOOWEB shows in the main window the expiration date of the Cobion license.

After this date, the content-filtering option will stop working. Follow the same pro-
cedure to renew your subscription.
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2.3. WOOWEB V2 Version

Whenever you need, you can get information about your software version and li-
cense code. From ti8&artmenu, choosklelp >> About WOOWEB

About Wooweb . x|

@ ‘Wooweb Version 210 [WEB] . Copyright PROSUM 2002-2003.

4. cebian SiteContent Filtering with COBION

PROSUM : P (

hittp: Ao, prosurn. net

Phane: (33] 1 459062 70 R 0 UM
Fax: (33114530623

For suppart: - FAQ : Consult the FAQ an our site.

- Doc : Download the USER MaNUAL on our site.
- Email : support{Sprosum. net

—License Statu

Unlimited uszer license with updates from version 2.01 to 2.99

— License |nfarmation

Licenzed Uzer:  Michel Jacques

Figure 7: About WOOWEB V2
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Chapter 3
Installation and Setup

3.1. Preliminaries

WOOWEB V2 runs on a computer that connects to the Internet. This computer is
referred to as the Internet Server.

You need to be able to successfully connect to your ISP with a valid user-
name/password. Never begin your installation before you are sure your Internet
connection runs. If it is not so, obtain assistance from our ISP to get connected.

If your DSL modem or your cable modem needs to be installed with an Ethernet card
(PPPoE), two network adapters have to be setup in the Internet Server, one for the
Internet connection and one for the local connection. If you need to buy a second
adapter, you don't have to get the same model or the same brand card. Two cards of
different brands will avoid any confusion when configuring the Internet Server.

All Clients computers must have a network card installed in order to be able to ac-
cess the LAN. Just verify that your LAN works properly.

Before proceeding to the installation, you should better uninstall any other Internet
sharing or proxy server software such as Microsoft Internet Connection Sharing.
Uninstall them properly and entirely. WOOWEB may run into problems or not at all
if it is installed on a system along with other Internet sharing software.

3.2. Installing WOOWEB V2

Run Setup.exe and follow the indications.
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3.3. Quick Setup

The Quick Setuplialog box should open automatically when running WOOWEB V2
for the first time.

Otherwise, click % or from the main menu sebattings>> Quick Setup.

Connection Settings . ll
— Femate Setting:
Connection Type : IMicmsoft Dial-Up Metworking =
Connection Mame : IConnexion &'WwaNADOD ADSL <z
|dentifier : [y i
Password : I ********
Caonfirm the Pagsword : I ********
More Remate Settings ... |
 Lacal Setting
LAN Adapter : ICarte AMD PCMET Family Ethernet PCI ~
Mare Local Settings ..
owen_|

Figure 8: Quick Setup Box

Most often, a configuration made from this dialog box is enough to carry out the
installation. Refer to chapter 3.5 for further details.

Specify inConnection Typ&hich type of modem or router you intend to use. Refer
to the HELP (F1) if you have difficulties in filling in the fields.

*  ChooseMlodem using PPPoBor cable modem or DSL modem using an
Ethernet connection.

*  ChooseModem using DHCFor an older cable modem with a built-in DHCP
server.

* In all other cases chooséicrosoft Dial Up NetworkingDo not modify any of
thelnternet Remote Access Connectioaperties. Except your password,
WOOWERB discovers and copies the parameters of your existing Internet access
automatically.

Enter the ID name and password you normally use to connect to your ISP.

In Local Parametersselect the Ethernet card in use for the local network connection
(and not which one used for the PPPoE modem, if any). Then press OK.
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3.4. Advanced LAN Settings

The following window opens when you cliékore Local Settings

LAN Settings : x|
LAM Adapter ICalte AMD PCHET Family Ethemet PCI j
wiooweh |P Address I 192 . 168 . 1 . 254
‘wooweb |P Mask | 2XE . 2% . 25 .0

¥ Enable DHCP Server

Start Address | 192 . 1688 . 1 . 1

End Address | 1w . o188 . 1 25

Cancel |

Figure 9: WOOWERB IP Address

If you are not familiar with IP addressing, we recommend that you don't change the
values that are automatically set. Please note that on the contrary of most competitor
products, WOOWEB behaves like a hardware router and thus its IP address must be
different from that of the computer itself.

WhenEnable DHCP Server is checkete built-in DHCP Server assigns the IP
address of client machines automatically in the r&8tget Addres$o End Address

Turn the DHCP Server off by cleariignable DHCP Servdf you wish to set the IP
addresses by yourself. Please refer to section 8.3 for further details on assigning the
IP addresses depending on the operating system.

Let's do some sanity checks now. In the Wind@estrol Panel click thelnternet
Optionsicon.
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In thelnternet Propertieslick  [IEEAES 2 2x|
theConrjeCtlonﬂ;ab SEIeCt General | Security | Content  Connections |Pr0grams | Advanced |
Never dial a connection.

Use the Internet Connection Wizard ko
conmect your computer ko the Internet,

Setup...

i~ Dial-up settings

‘Wanadoo Xrense 500 Add,..
Remove

Settings. ..

dd

@ Mever dial a connectian
" Dial whenever a network connection is not present
"~ plways dial my default connection

Current Mame St Default

r—Local Area Metwork (LAN) settings

LAM Sektings. ..

il

K | Cancel | Apply |

Figure 10: Internet Properties

Local Area Network (LAN) Settings 2=l
Click LAN Settings.,.ensure [~ Automatic configuration
. Automatic configuration may override manual settings. To ensure the
that Use a PrOXy SerVeS NOT use of manual settings, disable automatic configuration.

ChECked 'l Automatically detect settings

[ Use automatic configuration script

fddress I

—Proxy server

[~ Use aproxy server

fddress: | Fart: Adyanced,,, |

I™ | Bypass procey server, for ocal addresses

cos |

Figure 11: LAN Settings
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Chapter 4
Setting up the TCP/IP

4.1. Using the WOOWEB V2 DHCP Server

Each computer on your LAN must have the TCP/IP protocol installed and config-
ured for using WOOWEB as gateway. Modern operating systems install the TCP/IP
by default.

WOOWEB includes a DHCP server that by default assigns the computer IP ad-
dresses automatically. However, if you wish, you can set them manually.

If you checkedActive DHCP Serven WOOWEB Settings>>Local Networkde-

fault option), configure the TCP/IP of your client machines to obtain an IP address
automatically. See Figure 12

Note that this is the default option on Windows OS.

General

‘f'ou can get [P settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask wour network, administrator for
the appropriate [P settings.

' Obtain an [P address automatically
—{" Use the following IP address:

|F address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

* Obtain DMS server address automatically

— Use the follawing DNS server addresses:

Ereferred DS senpver: I . . .
Alternate DS semwer: I . . .

Advanced... |

ak | Cancel I

Figure 12: TCP/IP properties when using the
DHCP server
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4.2. Setting the TCP/IP Properties Manually

If you choose not to select the WOOWRBBtive DHCP Serveoption, whatever the
operating system is, you should configure on each computer the TCP/IP protocol
manually. Refer to the OS documentation.

Each computer must refer to WOOWEB as gateway.

All IP addressemust be different. We strongly recommend using IP addresses from
the private IP address class C: 192.168.00.XX. The last number can range from 1 to
253, 254 being reserved for WOOWERB.

Please use in each computer the following pattern:

IP Address 192.168XXX ( XXX between 1 and 253)
Subnet Mask 255.255.255.0

Gateway IP Address 192.168.0.254 (WOOWEB IP Address)
DNS 192.168.0.254 (WOOWEB IP Address)

You must configure the Internet applications (browser, email, etc.) so that they work
over the LAN and no longer over the direct remote access.

You can find further details in section 9.3 if the computer runs Windows.
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4.3. Setting up the MTU

This section applies only to ADSL or cable modems that use the PPPoE protocol and
are connected to the computer by means of an Ethernet card. It does not apply to
modems connected to a USB port.

When using a PPPoE modem you need to change the value for the TCP/IP parameter
fixing the maximum length of transmitted packets. This must be done on every
machine of the local area network (Clients and Internet Server). This parameter may
be called MTU or MaxMTU depending on your OS. The MTU value must be set

below or equal t4492.

On the WOOWEB Server do NOT modify the MTU value of the
Ethernet card that is used to connect the modenModify the MTU
value of the Ethernet card that connects the computer to the LAN.

On Windows use theSETMTU.EXE software that is provided in the WOOWEB
package.

On UNIX OS use théfconfig tool: ifconfig ethO mtu 1492

On Macintosh machinesyou may use IPNetTuner software from Sustainable Soft-
works fvww.sustworks.com

In all other casesplease refer to the OS documentation.
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4.4. Testing the installation

It's fairly easy to ensure that the installation has been made successfully. On the
Internet Server and then on a Client computer, open a DOS window. (Click Start,
select run and type "command")

In the black window, at the command prompt type:
C:\ping www.prosum.net.
If everything is correct you should see something like Figure 13.

Command Prompt

Microsoft Windows 2888 [Uersion 5.88.21951
(C» Copyright 1985-1999 Microsoft Corp.

E:s\>ping www_prosum-net

Pinging www_prosum.net [212_.37_.192_.571 with 32 hytes of data:

Reply from 212_37_192_.57: hytes=32 time=5ims TTL=243
212.37.192.57: by 32 time=4@ms TTL=243
212.37.192.57: by 32 time=5B8ms TTL=243

Reply from 212_37_192_57: by 32 time=58ms TTL=243

Ping statistices for 212_37_192_57:

Packets: Sent = 4. Received = 4, Lost = @ (@ loss),.
Approximate round trip times in milli-seconds:

Minimum = 4@ms, Maximum = GSims,. Average = 47ms

Ezv>

Figure 13: Testing the Installation

CongratulationsAt this step your Internet Server and your Client are ready for
Internet access. You should be able to use any Internet application on any computer
on your LAN.

We recommend however you to have a look at next sections to understand the multi-
ple ways for customizing WOOWEB and making the specific Internet connection
that best fits your needs.

If there is no reply, check WOOWEB settings and your client /server TCP/IP set-
tings again. If you are using the built-in DHCP server, make sure you rebooted your
client machine. In case of multiple failures, do not hesitate to contact the PROSUM
technical support at support@prosum.net.
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Chapter 5
Customizing the Internet Connection

5.1. WOOWEB V2 Server Features

Here is the WOOWEB V2 main window. It provides general information about the
connection. This is the starting point for configuration and control.

% » Wooweh

File Wiew Actions Settings

=0l x|

elp

% E8 FQ B

Licence Status ©  Unlimited uzer license with updates from version 2.01 to 2.99 Fiegister |

Licenzed User: Michel Jacques

Connection [FTE ey

r~ Connection Info

Logz | Historp

Connection State : Connected Internet |P &ddress : 80.15.126.3

Connection Time : 00k 05m 203 Frimnary NS 193.25219.3
Time Tao Discontect: 00k 05m 00 Secondary DMS : 193252194
D aily Activity : 07h 19m 20z T Size : 1800

Uil | Monthly Activity 75h 37m 425 Recsived Bytes: 1420614
Connection Rate : E40 Kbtz Transmitted Bytes :  BOB5E

Hang | Feceive Fiate:  [MEEEN 409.739Kbfs  Local Users 1
Transmit Rate: [ 554667 Kbfs  Total User Count: 1

— Connection Log

Clear |

Date | Meszage | ;I
2002412727 -18:06:04  Connection failed.

200212427 -18:06:04  Connecting to Connection 1. Attermpt #2

200212427 -18:06:04  Dialing attempt 2 of 3

200212427 -18:06:04  Initializing Connection ...

2002412727 -18:06:04  Connection established

200212427 -18:06:04  Connecting to Connection 1

200212427 -18:06:04  Connecting ta Connection 1. Attempt H#1

200212427 -18:06:04  Dialing attempt 1 of 3

200212427 -18:06:04  Initializing Connection ...

2002412727 -18:06:13  Connection established -

For Help, press F1 A

Figure 14: WOOWEB V2 Main Window

The window can be resized by dragging the bottom right corner. Internal elements
can be resized as well.
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The Main Panel provides licensing and current activity information. It exhibits four
tabs:

Connection shows the current connection state, the LAN traffic and a detailed
connection current log that can be useful to detect incidents such
as modem errors.

Users gives detailed information about the day activity of each user

Logs displays a sum up of events that occured on the Internet connec-
tion all the daylong.

History gives access to the history records per date and per user

The Toolbar provides a quick access to most commonly used functions. Buttons
corresponding to unavailable options are grayed out.

£  Quick Setup

Dials and starts routing
Stops routing and hangs up.
Shows the client access rules

Shows the Internet application access rules (NetMeeting, VPN, etc.)

e KB

Locks and Unlocks the user interface (available only when a password has
been set up by the administrator)

The WOOWEB V2main menulists five entries:

File
Enable Internet Sharing giarts the Internet sharing.

Disable Internet Shar- Stops the Internet sharing.

ing

View

Toolbar Displays the tool bar when checked.
Status bar Displays the status bar when checked.
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Actions
Dial

Hang

Lock WOOWEB Con-
sole

Settings
Quick Config

Local Network

Remote Connection

Parental Control

Internet Applications

Advanced Functions

Help
Help Topics

About WOOWEB

Dials and starts routing.
Stops routing and hangs up.

Locks and unlocks the user interface (available only when
a password has been set up by the administrator).

Permits a fast Internet-connection setup.

Permits to configure the LAN parameters (WOOWEB IP
address, DHCP Server, etc.)

Enables optimization of Internet access by configuring
some technical parameters (Persistent connection, Dial on
Internet Activity, etc.)

Gives access to user controls such as undesirable sites and
time limits.

Permits to create rules to allow Internet applications and
incoming connections.

Permits to choose the language, to change the administra-
tor password and to activate the debug mode.

Displays the WOOWERB user guide.

Displays the WOOWERB software version, connects to the
FAQ or registering web page.
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5.2. Customizing the Internet Connection

To customize your Internet connection, sefgettings>> Remote Connectidn the
main menu or clickConfigure >> More local settings.under theConnectiortab.

5.2.1 Auto Dial and Auto Disconnect

WOOWERB supports the most popular Internet connections. It is able to automati-
cally dial the ISP when detecting some user activity. It hangs up after a programma-
ble time without network activity.

Proceed as following to set up the automatic connection and disconnection:
»  SelectOn Activity Detectionn Connection Methofleld,

»  Choose your preferred detection methoddtivity Type(See section 5.2.2)
»  SelectAfter an Inactivity Periodn theDisconnection Methofield,

* Fillin the idle time period that will cause the disconnection. For ISDN modem
this period can be very short (3 minutes) since reconnection time is very short.
For analog modems we recommend at least 10 minutes.

5.2.2 Activity Detection

The activity-detection feature permits WOOWERB to start the connection process as
soon as it receives a user request for Internet access.

Detecting user activity is not as simple as it seems to be. This explains spurious
connections of some low-end routers that may be very costly when unnoticed. With
WOOWERB this cannot happen: each connection is announced by a message and is
recorded in the log. Moreover, the activity detection feature is very elaborate and can
be configured.

There are three activity-detection modes:

1. AllIP requests : Most sensitive mode, all requests coming from your local
area network for an external access cause a connection to the ISP. This is the
regular router mode of operation. The danger is coming from some applications
that generate automatically inopportune requests for external accesses, leading
to spurious connections to the ISP.

2. Most common requests (Default Mode): Fairly secure mode, only requests
for Web, FTP, Mail, News and DNS can cause the connection to the ISP.
The risk is coming from the possible use of an Intranet. In that case, this sort of
requests can be done for local destinations and not bound to the Internet, result-
ing in useless connections to the ISP.

3. Only DNS requests : Less sensitive mode, only DNS requests can cause the
connection.
DNS requests are sent each time you use a domain name such as for example
www.prosum.net or contact@prosum.net. The DNS server transforms this name
into an IP address that is returned to your navigator or Email, so that you can
reach the site you asked for over the Internet.
The inconvenience is that your navigator keeps memory of IP addresses. If you
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stay a long time on the same page, WOWEB may disconnect because there was
no traffic for a duration equal to that you set for the disconnection. After that,
when you try a new access, there is no DNS request and the connection is not
restored.

We recommend to increase the disconnection delay when this mode of detec-
tion is selected

Remote Properties : e x|
Cannection Type IMlclusufl Dial-Up Metworking ﬂ
Connection Hame | Connesion 3ANADOD ADSL =l Dis-Up Prapetties
Identifisr - [My1D
Password : I ““““““ Caonifirm the Password : I ““““““
Connection Methad IDn Activity Detection j Aclivity Type : IMost Comman Requests j
Disconnection kMethod : IAller an Inactivity Period j After a Period of : m Hours and m Minutes
Caonnection Attempts ﬂ Delay between attempts : m Seconds
™ Limit Daily Connections Fram Im For a Period of : Iﬂ Haurs snd Iﬂ Minutes
™ Limit Weekly Connections Fram ISunday j T ISunday j
™ Limit Monthly Connection Duration To Iﬂ Haurs per Morth, Beginning on the Iﬂ [ the Manth
[~ Ping Maritaring

Cancel |

Figure 15: Setup of Activity Detection

5.2.3 Permanent Connection

This option makes WOOWERB dial up at start time. The connection does not expire
when WOOWERB detects no activity. WOOWEB tries to reconnect if the connection
is stopped for some reason —connection failure or automatic ISP deactivation for
example. This option is very useful for maintaining a permanent connection. It is
prohibited if you are billed with a time-connection subscription.

To enable a permanent connection, ch@dbegays connecteth Connection Method
andManually from the pull-down list iDisconnection Methad

5.2.4 Preventing Automatic ISP Disconnections

Some Internet Service Providers use to disconnect you if you stay connected 24
hours without interruption. Unfortunately, your line has not got disconnected at a
physical level and WOOWEB cannot know the ISP has disconnected you. That is
why you must disconnect and reconnect manually. There are several solutions that
permit to overcome this problem.

First solution: ChooseAlways Ornin Connection MethodndAfter a Fixed Period
in Disconnection Methodhen fill in After a Periodof with a value equal to or less
than 24 hours. Every 24 hours WOOWERB proceeds to a proper disconnec-
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tion/reconnection sequence in order to satisfy the ISP so that it does not need to force
your disconnection any more.

Second solution:ChooseOn Activity Detectioiin Connection Methofield and

After a Period Without Activitirom the pull-down list irDisconnection Method.

Then fill in After a Periodof with a rather large value. According to your prefer-

ences, WOOWEB disconnects when no user is active for the long period of time
mentioned. It reconnects at the next Internet access request. This solution is not
applicable when users are running periodic auto-connect applications - e-mail load-
ing every 5 minutes for example. There must be a long inactivity period at least once
a day — during night for example.

Third solution: WOOWERB can try to check the connection state by auto-pinging its
own address every five seconds. If a reply is not received it proceeds to a disconnec-
tion/reconnection sequence in order to satisfy the ISP. Unfortunately some ISPs do
not support this sort of ping. This makes WOOWEB believe that the connection is
always down.

To use this solution, choogdways Onin Connection MethodndManuallyin
Disconnection MethodCheckPing Monitoring

Caution: WOOWEB keeps on cutting the connection if your ISP does not support
the ping. In this case do not use this method and cle®irlgeMonitoringbox.

5.2.5 Login Retries

This is the number of times WOOWEB will try to establish a connection with your
ISP. After each unsuccessful attempt, it waits for the specified number of seconds.
When the number of retries has run out, it considers the ISP connection is not cur-
rently possible and gives up.

To manage the login retries, fill @onnection Attempt&ndDelayBetween At-
tempts We recommend respectively 3 and 5.

5.2.6 Limiting the Connection Time

You may wish to limit your Internet global connection time over a period. This may
be of a great use when you signed with your ISP for a time-limited package.

Access rights are set by using tdit Propertieswindow in Settings>> Remote
Connection SettingKeep in mind that WOOWERB wiill close the connection at time
expiration even if there is traffic going on. For example, you could impose the fol-
lowing restrictions (see Figure 16):

1. Users can access the Internet from 9 AM and for 6 hours 30 minutes at the
maximum..

2. Users can access the Internet only during weed-ends (saturday and sunday).

3. The monthly total time of connection is limited to 30 hours from the 1st to the
1st of next month.
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Remote Properties

ﬂ Diallp Properties

Caonifirm the Password :

j Aclivity Type :

Cannection Type IMlclusufl Dial-Up Metworking ﬂ
Connection Name: IEunnemUn 3WANADOD ADSL

Identifisr - [My1D

Passward * Ixxxxxxxx

Connection Methad IDn Activity Detection

Diszonnection kethod - IAller an Inactivity Period

j After a Period of :

Connection Attempts |3 Delay between attempts I | Seconds
[V Limit Daily Connections Fram I 9:00:00 &M j For a Period of :

¥ Limit Weekly Connections Fram ISalurday

j To:

[V Limit Monthly Connection Duration To 30 | Hours per Month, Beginning an the

¥ Ping Maritaring

I Most Common Requests

ID | Howrsand |5 = Minutes

IE - | Hours and IEU x| Minutes

=

ISunday

| = | Of the Morth

Cancel |

=

Figure 16: Remote-Connection Properties
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5.3. Internet Connection Types

WOOWERB supports the most popular Internet connections in use at home. It cannot
connect to hardware routers. Use WOOWEB-PRO for connections behind hardware
routers.

5.3.1 Connecting to Analog or ISDN modems

WOOWERB supports almost all ISDN or analog modems. In particular, it supports
internal and external ISDN modems that provide a CAPI interface. Use preferably
this interface when available.

1 [T
com Ethernet N Modem Ethernet

Card Card Card

Figure 17: Connecting an Analog or ISDN Modem

5.3.2 Connecting to PPPoE Modems

Some DSL or cable modems using the PPPoE protocols must be attached to an
Ethernet card.

To support these PPPoE modems, WOOWEB-PRO needsthernet cards. The

first Ethernet card is the normal card used for the local area network connection; the
second one is reserved to connect the ADSL modem.

xDSL

- N
xDSL Modem
Ethernet| |Ethernet Ethernet Hub or

Card Card Switch

Figure 18: Connecting a Modem Using an Ethernet Link

Usually, single computers are connected by adding a PPPoE client software. With
WOOWERB, the PPPoE clientis NOT USEFUL any longer and you should better
remove it to avoid any modem access conflict. If not removed, the connection
through the PPPoE client should never be launched, neither manually nor by the
navigator, which must be configured to access the Internet over the local area net-
work exclusively.
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Other DSL or cable modems (especially those connected to a USB port) are not
driven directly by WOOWERB but rather indirectly by the means of the Microsoft
Dial-up Networking. Refer to next section.

5.3.3 Connecting to any Other Modem Type

All connections that are not described in the two previous sections use the Dial-Up
Networking service (RAS) provided by Microsoft in Windows. The purpose of this
service is to allow your computer to connect to external networks such as the Inter-
net. Using the RAS permits to extend the WOOWEB capability to any connection
already supported by Microsoft.

SelectMicrosoft Dial-Up Networkindgor ADSL and cable modems that connect to a
USB port

More generally seledflicrosoft Dial-Up Networkindor any modem that is not
analog, RNIS or PPPoE.

5.4. Firewall

The firewall protects your computers from the intrusions coming from the Internet.
The effectiveness of the firewall can be changed by using the configuration boxes
related to remote users (see section 7.1).

If remote users are prohibited, the firewall is almost impregnable. It blocks any
access attempt that does not result from a request coming from a local user. Packets
arriving spontaneously are denied. Only answers to your questions can penetrate in
your LAN, what makes it completely opaque from the Internet. The only possible
penetration may come from the installation of a Trojan horse, i.e. pirate software that
settles in a computer and sends requests and information towards the external world
without your knowledge.

When remote users are authorized, the effectiveness of the firewall depends on the
way in which you programmed the filters. For more security, validate the TCP/IP
ports that are required for the good working of the server only. In any case, the
server that is mapped in the list of remote users is the only machine on your LAN
that can be reached from the outside.

If Allow all remote users selected, the firewall lets anybody access the server that
is mapped in the list of remote users.

The mode of operation of the firewall is underlined by the filtering log (section

8.1.2) that keeps trace of intrusion attempts that have been blocked. Intrusion attempt
information is recorded: date and hour of the attempt, IP addresses or name of the
pushed back intruder, and port on which the attempt was carried out.

Chapiter 5. Customizing the Internet Connection 33






Chapter 6
Managing Local Users

6.1. Building the List of Local Users

WOOWEB V2 allows limiting computers having access to the Internet. In addition,
for each computer, it is possible to define filters such as:

* Time periods of use,
e  Allowed Internet services, (Email, Web, FTP etc.),

* Authorized and forbidden sites.

To open the local-user filter dialog box, clickcal Usersor selecSettings >>
Parental Controlin the main menu.

Parental Control : el |

" Enable Full Intemet Connection to All Computers

& Limit The Intemnet Connection ta the Following Computers:

Name P Address Acaess Time Control | Access Site Cortral |

celeron 192168.1.126

DlM4T00 192.168.1.4 " Allow Accesses on All Daps of the Week.

O BUCERIZ 1927168111 = Limit the Accesses on the Following Days:

[ dell 192716817

GESTIONZ - 1921681125 |55 6y iy Limit Ta 2 Period From | [ eozoopm = To GOD0OPM =

19216816 13216815
CpEskPRO 1921621156 [ bonday
B 192.168.1.1... 1921681132 ~

Tuesday At Anytimne of the Dayp -
I DIMENSION  1321681.3
| ‘Wednesday  [Linit To s Duration OF =] [3 =] Howsand [10 =] Minutes by Day

¥ Thursday  |Limit To a Period From | [eoeoosm = 7o | onooPM
I~ Friday

¥ Saturday Lirnit Too & Duration OF - 1 VI Hours and {14 | Minutes by Day
< I+

Add Delete
Gt the List of Network Camputers | | Cancel |

Figure 19: Parental-Control and List of Local Users

WOOWERB discovers the computers and builds the computer list automatically.
However, remember that WOOWERB is intended for home use and is limited to
FOUR computers We recommend WOOWEB-PRO for larger networks.
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*  TheEnable Full Internet Connection to All Computepiongives full access
to the four first listed computers. All controls are disabled.

*  TheLimit the Internet Connection to the Following Computgston enables
the checked computers only. At most four computers can be checked at the
same time. Time and site controls are available.

* You can add/delete or enable/disable computers in the list.

* To add a computer manually, cliéidd theComputer definitiorwindow opens.
Enter the computer name and IP address. Click OK. Nevertheless it's better to
let WOOWERB build the list by itself.

*  PressGet the list of Network Computeis make WOOWEB search and add the
computers currently connected to list.
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6.2. Parental Control

From the Main Menu sele&ettings>Parental Control Select a checked computer
in the computer list.

Two tabs give access to dialog boxes making it possible to specify access time peri-
ods and authorized or prohibited sites.

Note: The time-period and site filters work starting from lists of prohibition / au-
thorization. Thesésts are defined at the global levefor all the computers. On the
other hand each line of these lists starts wittheck boxindicating whether the line
applies to the selected computer. Thus, by simple mouse clicks, you can define a
filter subset associated to a given computer.

6.2.1 Setting up Connection Time Period

The time periods can be defined on a day basis. They specify a maximum duration or
a time schedule to be respected. As soon as a computer is outside the time period, it
does not have any more access to the Internet.

In this example the workstation nhamed "celeron" is authorized to access the Internet
every Sunday but it cannot enjoy it more than 4 hours; it is authorized every Monday
and Tuesday from 6 p.m. to 8 p.m.; every Wednesday but less than one hour. If a
local computer attempts to access the Internet during a forbidden period the connec-
tion is rejected and a message is displayed in the Filters Log.

Remember that WOOWEB combines the local computer control with the Global
Time Control that is defined in theternet Connection Propertielterdictions
from both sides have most priority than authorizations.

Parental Control : 2x|
 Enable Full Interet Connection ta All Computers,
1% Limit The Intemet Connection to the Following Computers
Mame P Address Access Time Control | Access Site Control |
celeron 192.168.1.126
DIMAID 1821ER14 £ Allow Accessss on Al Days of the Wesk.
CBuCeniz 192168111 & Limi the Accesses on the Folowing Days
O del 19216817
MIGESTIONZ 1921681125 [z = - :
[ Sunday Limit To @ Duration Of =] [z =] Howsand [30 =] Minuies by Day
M 152 166.1.6 19216816
CIDESKPRO 1921681156 W Monday [Lirit Ta = Perid From =] 120000 = To. [200000 =]
v
é?égﬁ?uk 1:512:} 1832 I Tuesday [Limit To a Duration Of =] [0 =] Housand [0 =] Minutes by Day
¥ ‘wednesday  |Limit To & Duration Of hd a 'I Hours and ID | Minutes by Day
¥ Thursday Limit To @ Duration Of 7] [0 =] Howsand Jo =] Minutes by Day
¥ Friday [Lirit Ta = Perind From R R EE = 7o [200000 =
I Saturday LAt Angtime of the Day -
4 3|
Add Delete:
Gt the List of Matwark Computers | [ oc | Cancel |

Figure 20: Setting up the Connection Time Period
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6.2.2 Forbidding Access to Certain Sites.

You can use WOOWEB V2 to prevent users, such as children, from accessing unde-
sirable sites. In order to ensure superior blocking and filtering WOOWEB V2 offers
two ways of filtering:

» Astrong filtering by key-words; you build your own list of key-words.So you
can disable access to URL addresses containing such strings. This way you can
personnalize your own filtering.

* Abasic filtering by Content Rules; The Cobion Orange Filter plug-in for
WOOWESB is optional. It enables WOOWEB to classify Web Content URL by
categories. Access to the page will be either permitted or denied according to
this classification and your parameters.

Strong Filtering by key-words

There is a unique list of forbidden sites that is composed of all filters that have been
defined. It can but does not necessarily apply totally to every computer. For a given
computer you can choose the prohibited sites from among the list by checking their
corresponding filters.

In order to restrict access,select the appropriate computer in the computer list and
press thédccess Site Contrahb. Checkorbid access to the checked sibeston.
Check filters that apply. Click OK to finish.

In Figure 21, the local computer nanwaeroncannot gain access to sites whose
domain name contains the character strings <sex> and <guns>.

Contréle parental i 2]

" Butoriser lacces & Intemet & tous les ullisateurs.

1 Limiter lacces & Intemet aux utlisateurs suivants

Hom Adiesse [P Cortréle des horsitss diaceds  Contréle d'sccts aux sites
BUCARIZ 192768111 © Butoriser 'aceds & tous les sites
MBUCARIZ 192168112

M BUCARIS 192168.1.152
CELERON 1921681126 ~Interdire les sites par le contenu (Filtres COBION)

DIM4100 19216814 I Irterdire les accés aus sites & caractére sexuel
M DIMENSION  192768.1.8
GESTIONZ 1921681125

= Interdire les aceds aux sites suivants

I~ Interdire les accés aux sites & caractire violent

MASTERK. 1321681110 [ Interdire les sites par nom:
dimension  192168.1.1 Inkerdire les nomes de sites Ajouter
dimension 19216812 O feefr

Ccfal Suppimer
quns
q [ 3]  Modfe |

| [El
Ajouter Suppriner
Lite des utilzateurs en réseau | o | T |

Figure 21: Managing Internet Site Access

To create a new Filter cliokdd TheForbid Site Namevindow opens.
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Forbid Site Name x|

Forbid Sites Containing the Following Mame : [z

FERagenarian
zenet
zextant

Add to List |
Delete From List |

List of Mames Allowed :

Cancel |

Figure 22: Access Filter

Each filter contains a main forbidden string and a list of exemptiddstiof Names
Allowed Let us consider Figure 22. In this example, the filter forbids access to sites
whose domain name includes the character string "sex", but sites whose domain
name includes "sexagenarian" or "sextet" or "sextant" are authorized.

Be aware that strings that are addedigt of Names Allowerthust totally include
the main filter string.

In the example, accessestaw.sexo.comare blocked, but accesses to
www.sextantavionique.comre authorized.

As soon as a rule is satisfied, subsequent rules are ignored.

Whenever you need, you can add or delete filters. But be aware that access filters are
suppressed from the Global Filter Base. So every computer for which this filter was
checked will be no longer forbidden and thus will be allowed to visit the sites that
were prohibited before.

PressOKto close the window, implementing changéancelcloses the window but
leaves all settings unchanged.

By adding and selecting filters with specific restrictions and permissions, you can
implement any protection you need. Let us illustrate some typical settings.

Example 1: Forbidding access to one site
Example 1: Forbidding access to any sites but omeny.wanadoo.fy

Example 3: Giving access to any sites except to which ones whose extension is
.guns
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Forbid Site Name

Forbid Sites Containing the Follawing Name : vy forbiddensite) com

Add bo List |
List of Mames Allowed :
Delete Franm List |

Cancel |

Figure 23: Forbidding Access to One Site

Forbid Site Name
Forbid Sites Containing the Following Name : ALY,

e, wanadoo fr

Add o List
List of Mames Allowed :
[Delete From List |

oK | Cancel |

Figure 24: Giving Permission to a Single Site

Forbid Site Name
Forbid Sites Containing the Following Name : I.gunsl
Type the name to Forbid. All a
sites containing this name wil
Add to List |
List of Mames Allowed :
[Delete From List

oK | Cancel |

Figure 25: Forbidding Sites whose Name Includes a Designated String
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Filtering by Content with Cobion OrangeFilter

The Cobion OrangekFilter is a built-in WOOWEB V2 optional service that can be
purchased independently. It enables WOOWEB V2 to rate website content and know
which category they belong to.

Whenever a user tries to access a new web site, WOOWEB sends a request to Co-
bion servers that perform website rating. WOOWERB allows or denies access accord-
ing to the servers response and to your setup.

NB: Cobion continuously and dynamically crawls, rates and categorizes websites for
objectionable content such as pornography or hate. The rejection of objectionable
material is very high while the rate of web pages blocked for incorrect classification
is very low. The Cobion database is not copied on your computer, but instead is
referred to before each new website access. In spite of that, surfing is not noticeably
slowed down.

In order to filter access by using Cobion OrangeFilterselect the appropriate
local computer in the computer list and press&beess Site Contréhb. Check
Forbid access to the following sitaSheck one or all of the predetermined content
filtering categories you want to apply. Cli€K to finish.

In the example following, the local computer named DIMENSION cannot gain
access to sites rated in SEX category (Pornography, Erotic, Sex) and in VIOLENCE
category (Weapons, Extreme, Hacking, Hate, Discrimination).

Parental Control x|
£ Enable Full Internet Conection to Al Users
£ Limit The Intemet Connection o the Follawing Users ©
Name: I IF Address Access Time Control - Access Site Control
DIMENSION 19216808 ¢ AlowAccesses toall Sites
CIGESTON2 S22 | ot pecntohe Crected e
O DESKPRD 192 168.1.156 r— Forbid Sites by Contents [ COBION Filters)
¥ Forbid Accesses to SEX Type Sites
¥ Forbid Accesses to VIDLENCE Type Sites
r—Forbid Sites by Mam
Forbid Site Mames Add
[ sexagenaire
O chat.
Delete |
< [l Edit |
2l 1]
Add Debete |
Gt the List of Network Users | 0K, I Cancel |

Figure 26: Content Filtering

Whenever the DIMENSION computer will try to access a new website, WOOWEB
will sent a request to Cobion servers. Access to any website included in the filter list
and matching with a rating category (sex and/or violence) will be denied. The
DIMENSION computer user will be notified that access is restricted and denied.
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Moreover a new line will appear in tidlter Log showing the local computer, the
URL and its classification.

Key-points:
»  The Cobion OrangeFilter plug-in does not slow surfing down noticeably. To

speed up the URL rating, WOOWEB V2 maintains an internal cache of ac-
quired and rated URLs. WOOWEB always consults the URL cache first.

» URL entries stored in the URL cache are automatically cleaned up each time
the WOOWEB V2 Engine is restarted.

»  The key word filtering has got higher priority than the OrangeFilter. Thus,
whatever rating a web site obtains from the Cobion servers, your key-word fil-
ters (if any) always override the OrangeFilter classification. This feature allows
WOOWEB V2 to unlock (or to block) web sites that could be blocked (or au-
thorized) for incorrect classification from your point of view.
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6.3. Supervising Local Users

6.3.1 User Information

WOOWERB tracks all Internet access from the client machines. In the activity log,
you can find for each computer:

* The date and time of the today connections
* The IP address and names of hosts visited
*  An estimation of daily connection activity

To get this information, click thesersTab, selectocal Usersandselect a user in

the expanded list. WOOWEB shows the IP address, MAC address, connection time,
and current connection stateliser Information Below, the right-hand pan8&les-
sionssummarizes the connections and disconnections all along the day. Highlight
one session; WOOWERB displays in the left panel the names of sites that were visited
during this session.

Let's look at Figure 27. Celeron began a session at 9:11 and closed it three minutes
later. During this session, he visited three sites that are displayed on the right list.

Note: You can press thBelete Usebutton to reset thbaily Activity counter. This
permits to re-authorize a user whose allocated time is exhausted.

¥ Wooweh - |EI|5|
File Wiew Actions Settings Help
% G639 FX B8
Licence Status :  Unlimited uger license with updates from version 2.01 to 2.99 Feqister | =
Licensed Uzer: Michel Jacques
Connechion w Logz | History
EE Todap's Connected Users User Info
EIQ Local Users IP &ddress : |192.188.1.12B
----- E celeron Mac Address IUUCUFDUZ] 29D Delete User |
""" Q BUCARIZ State : |Eonnected
""" (¥ DIMENSION Daip Activity: [ OTh T4m B8s
----- % GESTIONZ
----- Q DESKPRO Sessions: Sites Yisited :
""" Q DiM4100 Date | Connect... | Sites#F‘ﬂ Host Hame/|P Addre...l Count |
""" {3 Prass2 08h56m.. O0hO1.. 3  —l[193262134 2 -
----- 3 urilink. 03h02m ... 00RO 1 g.Mmsh. o, 1
..... Q 152.168.1.6 09h08m... 00h0O2. 7 svos. microsoft com, 1
..... 3 DELL 09h11m ... O0h01.. 3
----- {7 19216815 - 12
----- 7 1921681132 09h23m.. 00hO1.. 1 -
@ Remate | sers K | | b -
For Help, press Fi v
Figure 27: User Connection Information
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6.3.2 User History

For each user, WOOWEB keeps trace of date, time and duration of connections as
well as visited sites. The data can be presented overall or sorted by user.
To display the user history, click th#istory tab from the Main window.

=0l x|

File View Actions Settings Help

% @@ SN &)

Licence Statuz :  Unlimited user license with updates from version 2 .01 to 299 Fegister |

Licensed User: Michel Jacques

Connection | Users | Logs

Histary Display

~F 200241221 Display User History by : |Date -]

celeron
BUCARIZ K.eep the Histary for : I vl Days
- g} 2002412420 i
celeron
BUCARIZ
DIMENSION
GESTIONZ
DESKPRO
Dir4100
19216816
DELL
19216815
1821681132
B g} 002412419
celeron
BUCARIZ
GESTIONZ
DESKPRO
Dik4100
19216816
13216815
S} @ 200212418

-l celeron LL

For Help, press F1 v

»

Figure 28: User History

Click History on the first line of the left-hand panel.

In the right frameDisplay User History bynakes it possible to choose a history
sorted by dates or by users. You can set up the history size from 2 days up to 32
days.

In Figure 29 we can see the detailed list of connections and sites visited by celeron
on the 12/20/2002.
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¥ s Wooweb =10l x]

File Wiew Actions Settings Help

% EM SN 8

Licence Status :  Unkimited user license with updates from version 2.01 to 2.99 Fregister | =
Licensed User: Michel Jacques
Connection | Users | Logs
E@ Histary = Uszer Info
E-¢l celeion IF &ddress 192.168.1.126
el 200212024
Fo200212/23 Activity 02h 50m 18z
F 20021221
7 200242/20 Sessions; Sites Visited :
] £ 200212113 Date | Connect... | Sites/, | | Hast Mame/IP Addr... | Count |
J SIS 0h20mG. OOhOT. 1 — [193.252134 3 =
o 1321681132 0%h 25m5. O0KDOT. 1 188k skamainet 1
ik 200212724 0% 30m5.. 00hO1. 1 pop.wanadao.fr. 1
i E 200212023 1 a1328.g.akamai net. 1
i 200212420 U5k 40m ... & a1828.9. akamai.net. 1
@ BUCARIZ 03h 45m &... w1
: g 2002/12/24 EhETE. (il { _ILI
goenzey AT T T ~|
For Help, press F1 v

Figure 29: User Detailed History

History Sorted by User

Select a user in the left frame to get the total connection time during the history
period of time.

Select a date in the left frame to get the connection detail.
Select a session in the right frame to get the visited sites.

History Sorted by Date

Select a date in the right frame to get the total connection time of all users during this
day.

Select a user under a date to get the detail connections during this day.
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Chapter 7
Advanced Settings

7.1. Incoming Connections

WOOWEB V2 makes it possible to accept remote users wishing to access a com-
puter on your local area network in order to share its resources. You can, for exam-
ple, have a WEB or FTP server running on your LAN or allow a remote VNC or
PCAnywhere user to take control of a computer on your LAN or allow incoming
connections for certain games.

7.1.1 Principles

For each sort of remote users authorized to get over the firewall and penetrate in
your LAN, you must create a line in the Internet Application table defining the mode
of recognition: application name; range of TCP/IP ports used by the application;
local machine on which the application is running. The number of lines is limited to
256. A line must be checked to be active.

Internet Applications Settings : 5[

Enable Access Ta the Following Internet Applications :

NAME | PORTVALUES | INCOMING | LOCAL COMPUTER

NETMEETI... 1720-1720 N &l
YPN 17231723 N

YNC 5500-5300 N Disable |
PCArpwhere  BE31-5E32 NO

LapLink 1547-1547 N e

O PCAnywhere  10000-10001 YES celeran

Delete |
E dit |
4] | ©

Cancel |

Figure 30: Internet Application Table

Every Internet packet includes a source port number and a destination port number.
For each incoming packet that comes spontaneously at WOOWEB entrance, the
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Internet Application table is scanned from top to bottom. The first line that matches
the packet destination port stops the scanning. If the line authorizes the incoming
access, the packet is forwarded to the local computer specified in this line. If the line
does not authorize incoming connections or if no line matches, the incoming packet
is destroyed and a message is added in the filter log.

To open the Internet Application table, cliSkttings>Internet Applicationsn the
main menu

You can manage this table directly. For example you can disable a line without
deleting it by clearing its check box or by selecting the line and clidkisable

Name Character string that identifies an Internet application

WOOWEB is provided with a list of some popular Inter-
net Applications (NetMeeting, VNC, etc.)

Specific Ports used Tells to WOOWERB the range of TCP/IP ports that are
used by the application.

Incoming Access Per- States whether the application is a server (YES) that must

mission accept incoming connections to the specified TCP/IP
ports.
Local IP Address Local IP address of the machine on which the application

is running. This field tells to WOOWEB where to forward
the incoming packets.

Modify Click to modify the highlighted line

Add Click to add a new line. A setup box will open. (See next
section)

Delete Click to delete the highlighted line

Note: the pre-programmed Internet applications (Net-
Meeting, PC Anywhere, etc.) cannot be deleted.

7.1.2 Add a New Line in the Internet Application Table

Open thdnternet Application Settingsindow as explained in the previous section.
Then clickAddor Modify.

Type the TCP/IP or UDP port number or port range used by the Internet application.
The editor should provide this information.

If you plan to setup a server application such as, for example, a web or a file or an
email server, clickAllow Incoming Internet Callandselect the local machine (user)
running the server application Miapped Local User

ClearAllow Incoming Internet Callg you don't wish to setup a server-type applica-
tion.

SelectOK to validate the new line.
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Internet Application x|

Application Mame :

Usze Ports From : |1DDDD To: |1 oom

W Allow Incoming Internet Calls

Mapped Local User : I celeran j

Cancel |

Figure 31: Setting up an Internet application
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7.2. Supervising Remote Users

7.2.1 Activity of the Day

For each remote user that connect at least one time during the day, WOOWEB posts
various pieces of information such as times and hours, daily and monthly times of
connection, nhames or address of the local server that has been visited.

To get this information, click thgserstab and seled®emote UsersThe list of all
remote users that get a connected during the day is displayed. Select a remote user.

The right frame shows the remote user name (when available), his IP address and
detailed information about the last connection: time, duration, current state -
Disconnected, Connected or Inactive if blocked by a filter. A session table shows the
time and duration of all sessions involving this remote user. Select a session to see
the name or IP address of local machines that have been accessed how many times
each machine have been accessed.

7.2.2 Remote User History

WOOWERB logs remote user Internet activity and provides detailed historical reports
in the same way as for local users (See section 6.3.2).
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Chapter 8
Ancillary Functions

8.1. Activity Log

To open the activity log of the day, click theg Displaytab in the main menu. A
drop-list allows you to choose one of three logs: General Log, Filtering Log or User
Log.

8.1.1 General Log

It records all technical events concerning the connection - pings, message requests,
ACK, DHCP, etc.

Click the Configurebutton to open theog Configuratiorbox. Check the events you
want to be recorded - DNS, DHCP, remote accesses, etc.

Two buttons makes it possible to print or erase the log.

&+ Wooweb =] 3]

File Wiew Actions Settings Help

% EM SN 8

Licence Status :  Unlimited user license with updates from version 2.01 to 2.99 Fiegister | =

Licensed User: Michel Jacques

Users History

Connection

Display General Log Clear Fririt | Canfigurs
Date | Service | Message | -
2002412424 - 16:32:47  RAS Internet Connection iz stopped

2002412/24 - 16:32:47  CONFIG  Intemet Sharing is disabled.
2002412/24 - 16:35:03  CONFIG  Internet Sharing is enabled

200212/24 - 16:35:53  RAS Internet connection is establizhed

2002A12/24 - 16:41:24  RAS Internet Connection iz stopped. f
200212424 - 165252 RAS Intermet connection is establizhed

2002412/24 - 16:53:40  RAS Intemet Connection is stapped.

200242/24 - 16:63:40  CONFIG Internet Sharing is disabled
2002A12/24 -17:08:36  CONFIG Internet Sharing is enabled

200212/24 -17:0312  RAS Internet connection is establizhed

200212/24 - 171417 RAS Intemnet Cannection is stapped.

200212/24 -18:04:26  CONFIG  Internet Sharing is disabled. ;I -|
For Help, press F1 v

Figure 32: General Log

Don't leave WOOWERB record all events permanently not to slow
down the Internet sharing.
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8.1.2 Filter Log

It records connection attempts of local or remote users that have been rejected by one
or several filters.

For each rejected attempt, it posts the date, the hour, the type of blocked user, its IP
address, the type of filter and its value when significant.

The Firewall, Distantor Port type filters correspond to intrusion attempts from the
Internet that have been blocked by WOOWERB.

The Local User lines mention the sites trying to be accessed and the category which
they belong to.

'+ WooWeb2. Connection allowed to 4 Users y. o ] 5|
File View Actions Settings Help
% A8 £ 5
License Status : Unlimited user li with updates from ion 2.01 to 2.99 irt
Licensed Uzer : Michel Jacques
COBION License : Activated Expiration Date : 0170872003 Release COBION |
Connection | Users History |
S| _Gew | __Fin | _Congue |
Date | Uzer/Connexion | Computer Mame | Filter Type | Filter ' alue =
13/05/2003 - 17:44:56  Remote User 66.250.56.130 Part 5124
19/05/2003 - 17:45:16  Remote User BE.250.131.210 Port 5126
19/05/2003 - 17:46:20  Remote User E4.246.0.9 Port 5114
19/05/2003 - 17:46:26  Local User Dik44100 User 192.168.1.
19/05/2003 - 17:46:26  Local User Dik44100 User 192.168.1.
19/05/2003 - 17:46:26  Local User Dik4100 User 192.168.1.
19/05/2003 - 17:46:26  Local User DIk4100 Uszer 192.168.1.
19/05/2003 - 17:46:26  Local User Dik44100 User 192.168.1.
19/05/2003 - 17:47:01  Remote User 80.14.89.93 Port 80
19/05/2003 - 17:47:02  Remote User 80.14.89.93 Port a0
19/05/2003 - 17:47:03  Remote User 80.14.89.93 Part 80
19/05/2003 - 17:47:33  Remote User 80.202.213.77 Port E4513
19/05/2003 - 17:50:23  Remote User 21819123179 Part 137
19/05/2003 - 17:53:57  Local User GESTIOMZ SEX Site . playb -
19/05/2003 - 17:54:26  Remote User 200.158.237.78 Port 4662 _]L]
<] | 2 -|
Faor Help, press F1 s

Figure 33: Filter Log

8.1.3 User Log
It records the time of all connections and disconnections of all local and remote users

52 WOOWEB V2. User's Guide



8.2. Enabling Traces for Debug

Two trace files helping to find problems on the LAN and Internet side connections
can be generated continuously by selecBegfing>>Advanced functions from the
main menu and by checking tBave debug traces diskbox. Finally click theOK
button.

Advanced Settings " x|

—Language

Select your Language : EMGLISH j

— Password

™ Define a Password to Access to Wooweb

Enter pour Current Pazsword I

I~ | Change the Curent Password

Enter pour Mew Password I

Confirm pour new pazsword I

—working Directary
IF:'\F‘rogram Files\PROS UM\ W ooweb2h

— Enable Trace

[~ Enable Debug Trace 5 aving

coen_|

Figure 34: Advanced Settings

These traces are copied in fiRACEPPP.PVD, TRACENO0O.PVD and
TRACENO1.PVD files located in th& RACE sub-directory from the installation
directory (Usually C:\Program Files\PROSUM\WOOWEB V2\TRACE).

These traces should be activated only on request of the technical de-
partment of Prosum. The trace files are saved in binary format and
cannot be read directly.

Don't leave the trace generation enabled too long not to saturate the
hard disk.
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8.3. Setting up a Password

You can define a password to secure the access to the management, configuration
and supervision features of WOOWEB.

SelectSettings>>Advanced Functiorfiom the main menu to open the dialog box.
CheckDefine a password to access WOOWEHIBin your password and confirm.
Refer to Figure 34.

The password protects the configuration windows and the histories. On the other
hand the Internet access sharing is still carried out normally.

The password does not take effect till the current management session is not closed
or till the Lockbutton is not pressed in the tool bar.

If you don't know the password you just have to dittkimizeto reduce WOOWEB
into the Windows tool bar.

When a password has been definedLthek button becomes active. It makes it

possible to rearm the protection after the password has been used to access the man-
agement functions. If you do not click theck button when leaving the management
functions, anybody after you will be able to reach the management functions.

To delete the password, simply define a new password that is empty.
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Chapter 9
Knowledge Base

9.1. Configuring the Modem

The modem setup does not form part of the software installation. WOOWEB uses
modems already installed and recognized by Windows.

On the other hand you can set up the modems for use with WOOWERB. The available
settings are those that are dealt with by the modem drivers. Refer to the modem
manufacturer documentation.

WOOWEB supports the following modems:
* Analog internal and external modems

* Internal and external ISDN modems that provide the V120 or PPP emula-
tion mode.

* Internal and external ISDN modems that provide the CAPI interface.
Use preferably this interface when available.
When WOOWEB detects this interface, it displ@/sP1 Controller 1 —
Channel 1andCAPI Controller 1 — Channel ix the list of modem de-
vices.

9.2. Setting up the Ethernet Network Card

As for modems, the network adapter installation and configuration are not directly
related to WOOWEB. The network adapter is supposed to be operational as well as
the TCP/IP protocol bound to it.
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9.3. Setting up the TCP/IP Protocol

Machines connecting to a TCP/IP network can be configured in two different ways,
let's say manually or automatically.

In the former case, each machine uses TCP/IP parameters that have been set up
"manually” and that are kept in a local configuration file.

In the later case, the machines have no configuration file. At start time, a machine
broadcasts a request on the LAN. The DHCP server responds with the TCP/IP ad-
dress along with the default gateway, subnet mask and DNS server. The machine
acknowledges and sets its configuration with these parameters. This reduces the
fastidious work to set-up the TCP/IP in each machine.

The built-in WOOWEB DHCP Server can dynamically assign a TCP/IP configura-
tion to each machine on the LAN.

If you decide NOT to use a DHCP Server, you have to manually change the TCP/IP
settings and assign a static IP address, default gateway, subnet mask and DNS server
to every machine on your network. In this case, see section 9.3.2.

9.3.1 Typical Set up

If you do NOT use either the WOOWEB built-in DHCP
Server or any other DHCP Server:

On each client machine and on the WOOWEB Server (in order to access to the
Internet from the PC running WOOWERB, which in this case is a WOOWEB Client
as well):

1. Modify TCP/IP protocol properties to use WOOWEB as a gateway.

2. Add WOOWEB IP addresm topof TCP/IP gateway list to ensure that Internet
TCP/IP packets will be sent to WOOWEB.

3. Assign a correct value to the Domain Name Server (DNS) address.

Note 1 If you don’t know the DNS r address, you can assign the WOOWEB IP
address instead.

Note 2 WOOWEB can answer PING messages, which permits to test your TCP/IP
connection from the Server and Client machines.

If you use another DHCP Server than which one pro-
vided by WOOWEB:

Do not change the TCP/IP settings on your client machines. Just tell the DHCP
server to assigh WOOWEB as Gateway and to assign the DNS. Proceed like this:

1. Active global optionRouter(3) andDNS Serverg6).
2. Assigh WOOWERB IP addressRouter
3. Enter inDNS Server§ields the IP addresses of the DNS of your ISP.
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9.3.2 Setting up the TCP/IP on Windows 2000/XP
Depending on your operating system:

Windows 2000 Windows XP
1. Click My Computer. 1. Click My Computer.
2. Double click Control Panel. 2. In Other Places double click Con-
3. Double click Network & Dial-up trol Panel.

Connections. 3. Click Network and Internet Con-
4. Double click the desired Local nections.

Area Connection. 4. Click Network Connections.
5. Click Properties. 5. Select the desired Local Area

Connection.

6. In Network Tasks click Change
Settings on this connection.

Local Area Connection Properties 2 x| Internet Protocol (TCP/IP) Properties 21 x|
General | Sharing | General |
Connect using: You can get |P setfings assigned automatically if your network supporls
this capability. Dtherwiss, you nesd to ask your network administrator for
I BE AMD PCNET Famiy PCI Ethermet ddapter the apprapriste IF settings,

_ Coraue|  Obtain an 1P addhess automaticaly

Comporents checked are used by this cannection: & Use the following IP address

Client for Microsaft Networks

IP address: 192 168. 1 126
File and Printer Sharing for Microsoft Metworks
%™ Network Moritor Driver Subret mask: 265255 . 256 0
' Inteme CPAP)
I ) Defaul gateway: 192158 1 .24
L | Urindal | [ Propaties | ' Obtsin DNG server addrsss sutematically
Description % Use the following DNS server addiesses:
Transmission Control Pratocol/interet Protocol. The default
wide area network protocol that provides commurication Prefered DNS server 193.252. 13 . 3
acioss diverse interconnected networks
Alermate DNS server 193.252. 19 . 4
™ Show icon in taskbar when connected
Advanced
ok | e | Carce

Figure 35: Local Area Connection  gigyre 36: TCP/IP Properties on Win-
Properties on Windows 2000 dows 2000

In the TCP/IP properties windows (Figure 36), proceed as following:

1. If you are using the WOOWEB DHCP Server or another DHCP Server, click
Obtain an address automaticaydObtain DNS address server automatically

radio buttons. Go directly to step 3.
If you are configuring the TCP/IP properties manually, selset the following

IP addressand fill in the desired IP address, Subnet Mask and Default Gate-

way. You need to assign the WOOWEB IP address as Default Gateway
2. Click Use the following DNS server addresses fill in the IP addresses of the

DNS servers. You can fill in the WOOWEB IP address if you don't know your

ISP DNS addresses.
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3. ClickOKto close the IP Properties window and cli2K again to close the
Connection Properties Window.

9.3.3 Setting up the TCP/IP on Windows 98/Me

2% TCP/IP Properties EE

Corfiguration | Identfication | Aeess Cantrl Bindings | Advanced | NeBios |
DMS Canfiguration | Gateway | WINS Configuiation ~ IP Addrzss

The following network companents are installed:

Client far Microsoft Networks &n IP address can be automatically assigned to this computer,
I pour netwaork does not automatically assign IP addresses, ask
8 AMD PCNET Family Ethernet Adapter PCI) your network administrator for an addiess, and then type it in
B8 Dial-Up Adapter the space below.

> AMD PCHET Family Ethernet Adapter (PC1)
R TCPAP - DiskUp Adapter
2\ File and printer sharing for Microsoft Networks £ Obtain an [P address automatically

& Epecity an | P addiesst
Add... | Remave I Fioperties |

IP Addiess:
Frimary Metwork Logen: . ess 192.168. 1 .11

['windows Logon H SubnetMask:  [255 . 255255 0
ez i e
D—

TCP/P is the protocol you use to connect to the Intemet and
wide-area networks.

Cancel
oK Cancel
Figure 38: TCP/IP Properties on Win-
Figure 37: Network on Windows 98 dows 98

To open the TCP/IP protocol window:
1. ClickMy Computerand therControl Panel
2. Double clickNetwork Control Panel

3. Under theConfigurationtab, select th& CP/IPline referring to the Ethernet
adapter used for your LAN connection. ClRfoperties

In the TCP/IP Propertiesvindow,

If you are using the WOOWEB built-in DHCP server or another DHCP server,
proceed as following:

1. Click Obtain an IPAddress Automatically
If you are assigning the TCP/IP properties manually,

2. If you are assigning the IP address automatically, all gateways should be re-
moved.

3. If you are assigning IP address automaticallyPisable DNSadio button
should be checked.

If you are assigning the TCP/IP properties manually, proceed as following:
1. SelectSpecify an IP addresand enter the desired IP address and subnet mask
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2. Click theGatewaytab. Fill in theDefault gatewayield with the WOOWEB IP

address.
3. SelecDNS Configurationiab. SelecEnable DNSand type DNS Server ad-
dresses. This could be WOOWEB IP address or DNS Server addresses your ISP

assigned.

Click OK as many times as needed and restart your computer.
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